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Introduction

The PCI Security Standards Council recognizes CSW as an Approved
Scanning Vendor (ASV). As a PCI-ASV certified company, CSW assists
enterprises meet their quarterly PCI requirements. Our service will help
your organisation identify, and manage the security risks. Our ASV
experts will evaluate the security of the systems that store payment
account data. CSW's PCl approved scan solution helps clients achieve
compliance via a streamlined process.

Quick remediation of threats

PCI DSS requires businesses to perform a network security scan once
every 90 days on all internet-facing networks and systems. To achieve
compliance, businesses must identify and remediate all critical, high
and medium vulnerabilities detected during the quarterly scan. CSW will
provide you the detailed remediation instruction to eliminate security
threats.

+ CSW's automation greatly simplifies scanning and remediation;

+ CSW provides easy-to-use compliance and technical reports to
clients;

+ CSW uses the Qualys Cloud Platform to accurately scan for
vulnerabilities;

+ CSW provides detailed instructions for each detected vulnerability,
with links to verified patches for rapid remediation.

Value Added Services

+ A dedicated client portal for viewing discovered vulnerabilities and
detailed remediation information

+ Client need not invest in scan software, CSW has the required
licenses

+ CSW automatically completes quarterly scans

+ Avail unlimited re-scans as often as clients wish in an ad hoc manner
for identifying, remediating vulnerabilities and hence achieve PCI
compliance

-+ Client can request scans in segments and remediate vulnerabilities
against specific target IPs. No need to scan your entire network

-+ Leverage email support for understanding and pursuing compliance

+ An intuitive easy step-by-step approach for compliance tips in a
user-friendly interface.
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Benefits

+ Work directly with an approved scanning vendor

+ CSW produces reports that conform to PCl’s standards

+ CSW's scan solution does not interfere with cardholder data

+ We will not install any software in client’s environment without prior *
approvals CSW will not conduct tests that overload the systems or
cause an outage

Deliverables

CSW generates two types of PCI reports that are similar but intended
for different purposes: One for proof of compliance, and the other to
serve as a remediation guide.

+ Generate a PCI Executive Report for the acquiring bank.

+ Generate a PCI Technical Report listing the prioritized vulnerabilities
for remediation. This report lists the technical details that assist in
remediation.

+ Includes an overall PCI compliance status as “PASSED” or “FAILED”

« An overall PCI compliance status of “PASSED” indicates that all
hosts in the report passed the PCI DSS compliance standards set by
the PCI Council. A host compliance status is provided for each host.

« If you fail the assessment, you can view a list of detected vulnerabili
ties and potential vulnerabilities. This includes those that must be
fixed to obtain compliance as well as vulnerabilities that we
recommend you fix.

+ Allows you to download PCI compliance reports in PDF to submit to
your acquiring bank or to assis in remediation efforts.

Corporate Office Address:
|ITM Research Park, No.6 A-Block, 3" Floor,
Kanagam Main Road, Taramani, Chennai - 600 113.

P:+91 44 4208 9337 | E: info@cybersecurityworks.com
W: www.cybersecurityworks.com



